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Design Science Research Approach

Environment

(Application Domain)

People:

network/ service/
platform operators;
PKI/ security owners

Organization:
operations & work-
flows; observability
(logging, monitoring)

Technical System:
heterogeneous IT
infrastructure

Problem:

missing visibility of
crypto-in-transit;
hidden dependencies
\
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Knowledge Base

(Foundations)

Scientific Methods:
DSR

Technologies:
graph modelling &
graph databases

Domain Knowledge:
cryptography;

IT networks &
infrastructures;
protocols; PQC
migration

Existing artifacts:
CBOM; traffic
monitoring; client-side
data collectors
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IT-Infrastructure Digital Twin —ldea

* Crypto-inventory + network context

* DPIl scanners and host-based scripts
as sensors

* Data processing pipeline
* Data visualization and querying
* Extensible with additional sensors




IT-Infrastructure Digital Twin — Architecture

Memgraph-UI

IPJ

Connection

Kafka

Legend

[Handler]




IT-Infrastructure Digital Twin — Exemplar

Kafka Memgraph
LN % =ik b
S O\ g =%




IT-Infrastructure Digital Twin — Scanner
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IT-Infrastructure Digital Twin — Scanner
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IT-Infrastructure Digital Twin — Data Scheme
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IT-Infrastructure Digital Twin — L2 Topology




IT-Infrastructure Digital Twin — Connection
Route

13



IT-Infrastructure Digital Twin — Cryptography




Bringing It All Together

* Extensible architecture of a digital twin, including the following contexts:
o Host information
o Network topology
o Network connections
o Network security zones
o Cryptography

* Answers questions like:
"Which hosts use deprecated cryptography to protect the infrastructure's
most critical network connections.”
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Limitations and Future Work

* Limitations:
o Compatibility of sensors with infrastructure
o Real-world corner cases

* Future Work:
o Testingin large scale environments
o Adding different contexts & sensors
o Forgetting old information
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